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ABSTRACT 
The modern war uses Autonomous Weapon Systems (AWS), which select and attack the targets without the human decision. The current 

article emphasizes that Artificial Intelligence (AI) driven systems are based on the machine learning and autonomous decision-making 

that are subject to major legal and ethical concerns within the confines of International Humanitarian Law (IHL). The present article 

highlights that AWS undermine the fundamental concepts of IHL by breaching the distinction, proportionality and precaution because its 

algorithm cannot draw contextual and ethical evaluations. This creates a disturbing accountability environment: in the event of an AWS 

violation, the party to be responsible is not clear anymore. The global and legal policies is also discussed in the current article. International 

organizations such as the civil society Stop Killer Robots also keep pushing towards global control though influential nations are fighting 

against it because it would improve their strategic positions. To halt the proposed fully autonomous lethal systems a binding treaty is needed 

with immediate effect. 
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I. INTRODUCTION
The Autonomous Weapon Systems (AWS) represent a highly

developed weaponry that is able to select and utilize a target on

the basis of sensor information and computer programs, even

without the equivalent humankind authorization at the point of

deployment after initial deployment.1 Development as well as

deployment of autonomous systems are on the rise globally, from

missile defenses to strike drones such as the Kargu-2 which were

reportedly deployed against targets in Libya. Nevertheless, letting

machines take serious life as well as death decisions is a

dangerous prospect with us losing some meaningful human

control.2 This automation presents both legal, ethical and

humanitarian dilemmas, which challenge the essential principles

of International Humanitarian Law (IHL) including ‘distinction,’ 

‘proportionality,’ and ‘responsibility to avoid harm.’3 Thus, AWS,

even with their technologies development, bring particular issues

that challenge the very principles of the IHL.

Autonomous weapons have numerous dangerous consequences 

and the most dangerous of them is unpredictability. The dynamics 

of the machine learning algorithms to act in real-world 

environments are just hard to predict and thus it is hard to predict 

their actions. They are normally made to misbehave to maneuver 

enemy systems in order to beat them. Also, they are quite fast and 

large, which poses a risk of unintentional escalation of the 

conflict. RAND-conducted research and UNIDIR findings as well 

as findings by the U.S. National Security Commission on AI 

(NSCAI) indicate that AI systems are prone to causing 

unexpected, escalatory moves and lead to less time of taking de-

escalatory actions. Proliferation: another serious issue is that 

tank-killer autonomous weapons, such as Slaughterbots, are 

cheap, easy to move, and difficult to trace, and thus may likely 

appear on the black market and get accessed by terrorists or 

repressive states.4 Their cheapness also reduces constraints to war 

since war is less expensive both in money terms as well as human 

life. Moreover, they are very scalable such that one person can 

inflict the destruction of a mass of people. They can be potentially 

dangerous because of their ability to target citizens based on the 

data they have about their faces, so there is a certain risk of bias 

and ethnic violence, even genocide. All these aspects are involved 

in the threatening pace of a worldwide AI arms race. 

II. AUTONOMOUS WEAPONS RISE IN MORDEN

ARMED CONFLICT
The transformation of warfare into virtual warfare signals a major

shift in the historical evolution into autonomous weapon systems

defined as AWS, all of which use algorithms to end human control

and accountability before killing the target.5 While some level of

autonomous operation has always been part of military

operations, to a point that many automated and autonomous

operations of differing levels exist today, the sophisticated

approach to autonomous weapons is escalating modern armed
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conflict. The case of Turkey’s Kargu-2 drone being supposedly 

used in Libya in 2021 shows concern about the legality of such a 

deployment. Other examples include Israel’s HAROP, which can 

autonomously select targets and attack using “loitering 

munitions.”6 The proliferation of AWS is driven by the 

applicability of machine learning and AI, enabling these weapons 

to generate operational and tactical decisions on targeting based 

on basic pre-programmed sensor data and algorithms that engage, 

detect and kill the target.7 The challenges of increased automated 

decision-making on targeting raise serious questions related to 

predictability and accountability. 

 

III. INTERNATIONAL HUMANITARIAN LAW’S 

CORE PRINCIPLES AT RISK  
The core principles of IHL includes principles of distinction, 

proportionality and precaution, these principles primarily protect 

the individuals in the time of armed conflict.8 Autonomous 

Weapon Systems (AWS) pose serious challenges to these 

principles. In the matter of distinction, there exists the concern on 

how AWS may identify combatants and civilians, and the hors de 

combat (out of combat), and how such distinction may be applied 

in fluid and complicated settings.9 As an example, machines are 

significant issues in spotting the details of human behaviours such 

as serious intent to surrender and AI systems can be used to trace 

the biasness of their training data, which is a major concern that 

they may be positive in spotting individuals, and that the decision 

may not be discriminatory in its targeting situation in the 

prevailing violence. 

 

Proportionality expects a subjective, ethical and fact specific 

decision regarding the weighing of the expected military benefit 

and the anticipated incidental loss to the non-combatant 

civilians.10 Decisions on the validity of military advantage 

involve many layers of considerations, and that machines lack the 

complexity in making decisions human beings have a special and 

unique ability to make namely the ability to make moral 

judgments, and in the case of some important decisions/acts, 

compassion to people, in order to handle such intricacies,11 

although some have argued that only the clear criteria should be 

coded for machine decisions on advantage, that military 

advantage might vary subjectively at different times, and that 

AWS cannot be used to assess whether military advantage is 

justifiable without human decisions and updates. 

 

Finally, lack of human control to use greatly restricts the need of 

precaution in attack. AWS that is not under the direct oversight of 

human operators causes the impossibility of taking all possible 

precautionary measures.12 There is an unpredictability in machine 

learning systems, in particular in the systems that learn by 

themselves over time (also known as learning systems), which 

means that it is hard to predict and prevent unintended damage. 

 

 

 

IV. ACCOUNTABILITY & CERTAIN GAPS IN 

INTERNATIONAL LAW 
Autonomous Weapon Systems (AWS) compliance is the primary 

responsibility of the states, and they should also take 

responsibility of violations made by their military units and 

violations which take place due to applying inapplicable systems 

which have not been properly tested in terms of compliance.13 

Decisions made by commanders and the operators on the 

deployment of AWS belong to them. Commander, as well as 

operators can be criminally responsible depending on the 

circumstance of such system, which presents itself 

unexpectedly.14 It is also necessary to remember about the 

liability of programmer to intentionally or recklessly design such 

AWS system and the liability of the manufacturer also in case they 

produced such a system on the basis of ordinary negligence or an 

intention to make it defective. 

 

The accountability gap is a class of issues that focuses on the 

problem of establishing a mens rea (intent or knowledge) in a trial 

over war crimes when the AWS is deriving a course of action that 

is unpredictable (because of getting machine learning).15 The fact 

that such a high standard is set by the International Criminal Court 

does not imply that it might be a significantly lower standard to 

be treated as acceptable by national courts in the application of 

customary law to embrace an accountability gap in terms of such 

wilfulness (i.e., wilful, not direct intent). 

 

Views of the International Committee of the Red Cross (ICRC) as 

well as the United Nations (UN) on AWS have depicted useful 

human oversight over AWS.16 Although it should be true that 

meaningful human control needs to exist on the minimum level 

to evaluate the legality of AWS adherent to the obligations of IHL, 

it should be more substantial than that. They would not like to 

leave decision authority of a case that involves life or death 

without redress to a machine, when they can at least give it 

consideration under the supervision of an element of meaningful 

human control.17 Unpredictability of AWS, in general, poses 

serious issues to the potential war crimes defendants in future 

trials in the absence of overt human influence during the AWS life 

cycle.18 The trials indicate the absence of international guidance 

standards. 

 

V. GLOBAL LEGAL AND POLICY RESPONSES 
The international legal and policy concern in autonomous weapon 

systems (AWS) is primarily concerned with the ‘UN Convention 

on Certain Conventional Weapons (CCW).’ The AWS is being 

discussed in the Group of Governmental Experts (GGE) created 

by the CCW since 2017.19 The GGE came up with eleven guiding 

principles whereby one of them was to keep human accountability 

over the use of weapons, as no one can shift the accountability of 

weapon use to machines.20 The impetus of the on-going work by 

the GGE moves slowly and States have varied definitions and 

regulatory initiatives,21 which has compounded the process and 

resulted in stalling and States making parallel moves. 
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The initiatives that aim at managing the dangers of autonomous 

weapons are getting momentum all over the world. The support 

to an international treaty to control these technologies increased 

significantly in 2024. Most of the member states at UN now 

advocate the taking of a legally binding agreement, even though 

some countries still disagree or are not committed like the United 

States, Russia, India, and Israel.22 The international committee of 

the Red Cross (ICRC) has been central in the development of the 

international response, calling states to the development of a 

treaty on three core principles which states should join pledges to 

be; prohibited of autonomous weapons targeting human beings, 

prohibited highly unpredictable weapons and systems, and that 

others should be meant to be worked on and have human control. 

Critically, the ICRC is also not against the idea of military 

application of AI, but the ones that cause grave ethical and 

humanitarian issues. 

 

The ICRC strongly calls upon the creation of new, binding laws 

that would ban AWS, including unpredictable AWS (those which 

the effects cannot be reasonably understood or predicted, such as 

those that can learn at work) and systems created or employed 

with the intention of targeting humans, and the maximal 

regulation of all AWS within each individual country.23 More than 

100 nations in all regions are supporting legally binding action, 

with preference nurturing a two-tier strategy that incorporates 

prohibition with control. But development in the UN Convention 

on Certain Conventional Weapons (CCW) has been stuck along 

the way because of agreement consensus and opposition. This has 

prompted a number of states to start holding regional conferences 

in other forums other than the CCW, which is indication of 

looking to other options of attaining a treaty.24 It is everyone who 

feels the need to act urgently; it is apparent that autonomous 

weapons are proliferating, but in a way that is highly dangerous 

as they are not regulated. 
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